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Overview of Group Privileges

This guide explains how to use the Group Management Tool to manage access and privileges for user
groups. Although the tool is not limited to these, it does provide preset filters for three types of user
groups:

e Email distribution groups

e Windows Security groups

e Unix Security groups

Who Can Assign/Modify Group Privileges?

Two administrative roles—owners and editors—control access and privileges to the group types through
the Group Management Tool.

e Owners can perform the following actions:
- Assign/modify editors for a group
- Assign/modify memberships
- View a list of owners and/or editors for a group
- View/modify group details
- View the group audit log

e Editors can perform a subset of the actions that owners can perform. These include the following:
- Add members to the group

View a list of owners and/or editors for a group

View group details

View the group audit log

NOTE: HITS Support also has access to the user groups in order to provide assistance when needed. Group
owners have the ability to disable this access if they think it is necessary.

The Lifecycle of a Group

All group management functions are audited to assess yearly administrative activity. If a group has been
inactive during the previous 335 - 365 days, a notification will display within the Group Management Tool.
The notification level displayed will indicate one of the two following statuses:

¢ A Maize notification indicates the group has been inactive for 335 days.
¢ ARed notification indicates the group has been inactive for 358 days.
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Upon receiving one of these notifications and after reviewing the group details and current membership,
the group owner should use one of the following options to extend the lifecycle of the group or to disable
the group:

e Click Group Details to confirm the group is still active.

e Click Edit Members to make a change to the group membership.

e Click Edit Group to make a change to the group details.

o Click Delete Group to disable the group.
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Logging Into the Group Management Tool

To use the Group Management Tool, you need to log into the tool.

1. Click on the following link (or type this URL into your browser’s address
bar):

https://idm.med.umich.edu/groups

HEALTH SYSTEM
A log-in screen displays, similar to the one shown at the right. UNIVERSITY OF MICHIGAN

2. Loginto the Group Management Tool using your Michigan Medicine
unigname and Level-2 password.

Enter Username

Level-2 Password

3. Click Logon.

When you are successfully logged in, a Welcome screen similar to the
following is displayed, with a checkbox you can select for skipping this Forgot your password?

Welcome screen after future log-on actions.

Checkbox for skipping this screen Next->

Group Management Tool

Welcome

Lastname, Firstname  Sign Out

View or Edit Specific Group ~ Edit Many Groups  Help

to the Group Management Service Next =

rvice tool that empowers group cwners and group editors to seff-m
editors, control the type of access a person can perform. In this context, acce

55 groups The 2
an individual user

The Group M4

types of admi

to perform a spe

Group Editol
. Editors [can modify memberships, view who the owners are, and also view the other editors
« Editors can also view group details and the group audit log

Group Ownel

« Ownerg can do everything editors can do and also modify who the group editors are.

Group Lifecycle
= The gre

I is indic ates the group needs your attention

= After reyi
L king the Confirm the Group Details button.
ing the Edit Members button

oup det;
roup by clic

p
=v:-l:-l_=tl'eg

[ Click to skip in future ]

NOTE: Much of the information on this Welcome screen is provided in the Introduction section of this
guide.

4. If desired, check the Click to Skip in the Future checkbox.
5. Click Next-> .

The View or Edit Specific Group window displays, similar to the following:
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Specific Group tab Default selection: All Specific group types  Current search
and Many Group tab  groups for which you you can filteron for  results
are owner or editor future searches

I I iew o Edi Specific Group  Edit Man

View or Edit Specific Group

By default, Search Results displays the current grgups for whic h you are an owner or effitor. You may narrow this list by selgeting the appropriate fitter for
a function type. To search for other groups, click tipe Show Options butten to submit an pdvance search.

Locate Specific Group

Preset Filters

Show All My Groups: v

¥ Select All Groups Where I'm an Owner or Editor ]

Narrow Search by Selecting a Specific Group Function Type:

=] Show my Email Distribution List Groups
2 Show my Windows Security Groups

{} Show my Unix Security Groups

Advanced Search

Show Options
v
Search Results \
Select Edit Members: To view/edit membership details
Select Edit Group: To edit group owners, group editors or group details
Maize and Red Inactivity Notification: Indicates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit
Group and click Confirm the Group Details to keep it active.
Total Number of Groups: 5 Export Groups
Function
Group Name Type Group Description more Group Owners more
(& « Test Group for the new Group Management  « nirajsh -
NewGrpMgmtTool1 = = Edit Members | Edit Group
piig tool, ¢ reated 4/14/2017 by nirajsh for use by
HITS Training Team
| o = Test Group for the new Group Management « nirajsh
NG o tool, created 4M14/2017 by nirajsh for use by
HITS Training Team
« Test Group for the new Group Management « nirajsh -
NewGrpMgmtTool3 L - Edit Members [ Edit Group
piio tool, created 4/14/2017 by nirajsh for use by
HITS Training Team
« Test Group for the new Group Management « nirajsh -
NewGrpMgmtToold L Edit Members [ Edit Group
. tool, created 4/14/2017 by nirajsh for use by
HITS Training Team
« Test Group for the new Group Management  « nirajsh -
NewGroMamiTools | g Exit Members [l Edit Group
piig tool, ¢ reated 411412017 by nirajsh for use by
HITS Training Team

75, v Groups per Page /
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Two tabs appear in the dark blue bar at the top of the Group Management Tool window.

I I A B Group Management Tool
iew or Edit Specific Group Edit Many Groups. Help

View or Edit Specific Group

By default, Search Results displays the current groups for which yoware an owner or editor. You may narrow this list by selecting the appropriate fitter

e View or Edit Specific Group tab (@): Select this tab to edit members of a specific group, edit a group’s
settings, or export a list of group members to a .csv. file. Forinstructions on how to view or edit users,
owners, and editors for a specific group, see: Viewing or Editing Specific Groups in this guide.

e Edit Many Groups tab (@): Select this tab to perform actions across multiple groups; for example,
select this tab when you want to add a user to multiple groups. For instructions on how to view or edit
users, owners, and editors for a specific group, see: Editing Many Groups, later in this guide.

Initially, when you log in, the tool defaults to the View or Edit Specific Group tab (@).

The remainder of this document is organized according to which of these tabs you have selected.
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Viewing or Editing Specific Groups

This section presents the functions available from the View or Edit Specific Group main tab in the Group
Management Tool.

M Group Management Tool
view or Edi Specific Group Edit Many Groups Help

View or Edit Specific Group

By default, Search Results displays the current groups for which yoware an owner or editor. You may narrow this list by selecting the appropriate

Select this tab to edit members of a specific group, edit a group’s settings, or export a list of group
members to a .csv. file. All of the actions described in this section of the Guide are accessible after you
select this View or Edit Specific Group main tab.

Searching

Notice that when the View or Edit Specific Group tab is selected, the resulting window defaults to
displaying a list of all the groups you own or edit.

To view or edit a specific group type, do the following:

1. Inthe Locate Specific Group area of the View or Edit Specific Group window, click on the group type
you want to search on.

Locate Specific Group

Preset Filters

/ Show All My Groups: \

Select All Groups Where I'm an Owner or Editor

Marrow Search by Selecting a Specific Group Function Type:

Show my Email Distribution List Groups

—

“ B Show my Windows Security Groups

\ {} Show my Unix Security Groups /

Advanced Search

Keep the following in mind when selecting your search criteria:
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- Narrowing your search filters to only one of the group function types will result in a list of all groups
defined as that function type, even if the group is also defined as another function type. So in the
example to the right, searching on only email group
types will result in XYZ Group and LMN Group Function
appearing in your search results. Group Name Type

ABC Group | <4

=

- Expanding your search filters to include two (or more)
group function types will result in a list of only those XYZ Group &
groups that have been defined as all of those function
types. So, in the example to the right, searching on
email group type AND Windows Security Group type will
only resultin LMN Group being listed in your search
results because LMN group is the only one defined as BOTH an email group AND a Windows Security
Group.

LMN Group

k= =Email group F... =Windows Security Group

The search operation takes place automatically.
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2. Review the Search Results area.

View or Edit Specific Group

By default, Search Results displays the current groups for which you are an owner or editor. You may narrow this list by selecting the appropriate filter for a function type. To search for other groups,
click the Show Options button to submit an advance search.

Locate Specific Group
Preset Filters
Show All My Groups:
Select All Groups Where I'm an Owner or Editor
Narrow Search by Selecting a Specific Group Function Type:
|- Show my Email Distribution List Groups

@[ < #® Show myWindows Security Groups

.CL Show my Unix Security Groups

Advanced Search

Show Options

Search Results

Select Edit Members: To view/edit membership details

Select Edit Group: To edit group owners, group editors or group details

Maize and Red Inactivity Notification: Indic ates the group is nearing a year of inactivity and needs aftention. If the group is stil needed, then go to Edit Group and click Confirm the Group Details
tokeep it active.

Total Number of Groups: 5 @ Export Groups
Function
Group Name Type Group Description more Group Owners more
PN s
NewGrpMgmtTooll [E1) + Mew distribution group CSR#2847215 . bangert
r . Test Group for the new Group Management tool, ¢reated . nirajsh
NewGrpMgmtTool2 Group
ewbrpigmtioo 4/14/2017 by nirajsh for use by HITS Training Team
= Test Group for the new Group Management fool, created - nirajsh -
MewGpMgmiTool3 [} g it Members il Edit Group
s 411412017 by nirajsh for use by HITS Training Team
« Test Group for the new Group Management tool, created « nirajsh -
NewGrpMgmtToold L Exit Members Edit Group
phig 4/14/2017 by nirajsh for use by HITS Training Team
r . Test Group for the new Group Management tool, created . nirajsh
NewGrpMgmiTools Group
O 4/14/2017 by nirajsh for use by HITS Training Team
—

25 ¥ Groups per Pagq @

Following is a recap of what you might see as you review your search results:
- Inthe above example, you selected the Show my Windows Security Groups (@) checkbox to search

for Windows Security Groups for which you are an owner or an editor. E

Windows Security
Group indicator

- Theresults include 5 groups—each of which has an indicator that it is a Windows
Security Group (@) under the Function Type column.

- You can customize the number of results you see on the screen. Use the Groups per Page drop-
down (@) to choose to display 25, 50, or 100 groups on the page.
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EXPANDING ON GROUP DESCRIPTIONS AND GROUP OWNERS

The list of search results displays the first two lines of the Group Description and a Group Owner. To view
the complete description or the complete list of owners for a group, click the more links displayed next to
the Group Description heading (@) and the Group Owners(@) heading in the Search Results.

Search Results
Select Edit Members: To view/edit membership details
Select Edit Group: To edit group owners, group editors or group details
Maize and Red Inactivity Notification: Indicates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and click Confirm the Group Details
to keep it active.

Total Number of Groups: 6 Export Groups
Function
Group Name Type Group Description more Group Owners more
+ Test Group for the new Group Management tool, created « nirajsh -
NewGrpMgmtToolt = Edit Members Exiit Group.
rha 4/14/2017 by nirajsh for use by HITS Training Team

L S —laige - -~ i

Advanced Searching
To display advanced options for filtering your search criteria:

1. Click Show Options in the Advanced Search area:

Locate Specific Group
Preset Filters
Show All My Groups:

Select All Groups Where I'm an Owner or Editor

Marrow Search by Selecting a Specific Group Function Type:

0 =] Show my Email Distribution List Groups

“ B Show my Windows Security Groups

.0 Show my Unix Security Groups

Advanced Search

Show Options

The Locate Specific Group area displays examples and fields for selecting advanced searching options:
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Advanced Search options

Locate Specific Group

Advanced Search

Hide Options

Advanced Search narrows down search results for complex searches by allwin

Example #1: Show all groups cwned by Joe Wolverine(jwolver) that are

Example #2: Show all the groups where Joe Wolverine(jwolver) is 2 mej

g you to set specific parameters for your results

email distribution groups.

nber that are email distribution groups.

v

Search By: ¥ Group Mame Group Owner Group Editor Group Member Description Custom Tag

Group Name:

Filter By Group Function Types:

Email Distribution Groups Windows Security Groups Unix Security Groups

[ semcn [ cew [ cose
2. Select the Search By options you want to filter on.

When you click on a particular Search By option, a field displays for typing in the specific information

you’re searching on. Following is an example of the fields that display when you select Search By:

Group Name and Group Members:

Search Eiy: Group Owner Group Editor Description Custom Tag
Group Name:
[MemberUniqname: ]

Search By options include any combination of the following selections:

- Group Name: Type in a complete or partial group name. For example, typing in the word “grp” will
bring up group names like “Test_Grp” or “ResearchGrp.” No wildcard is needed when typingin a
partial search string.

- Group Owner: Type in the unigname of the group owner you are filtering on.

- Group Editor: Type in the unigname of the editor you are filtering on.

- Group Member: Type in the unigname of a group member.

- Description: Type in a complete or partial group description. For example, typing in the word “test”
will bring up search results that contain the word “test” or “testing.” No wildcard is needed when
typingin a partial search string.

- Custom Tag: If a Custom Tag was created when the group(s) was defined, type in the custom tag
text.

3. Choose any group function types you want to filter on by selecting the corresponding checkbox.

Filter by Group Function Types options include any combination of the following selections:
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- Email Distribution Groups
- Windows Security Groups
- Unix Security Groups

Remember, when specifying Group Function Types for your search, narrowing your search filters to
only one of the group function types will result in a list of all groups defined as that function type.
Expanding your search filters to include two (or more) group function types will result in a list of only
those groups that have been defined as all of those function types.

4. Click Search to run the Advanced Search and then review the results, which are displayed in the
Search Results area of the window.

If you decide not to run the search, you can click one of the following buttons:
- Clear to remove all of your Advanced Search selections so you can select all new choices.
- Close to remove the Advanced Search options from the display.

IMPORTANT: When running an Advanced Search, you have the opportunity to search for groups
owned by others—not just your own groups. However, in the Search Results, the only results that
provide an Edit Members or Edit Group button are those for which you are an owner. So, in our
sample Search Results below, the only group you can edit or add/modify members in is Mygroup-tst,
which in our example, would be a group you own.

This is the only group for
which you are an owner

Search Results

Select Edit Members: To view/edit membership details

Select Edit Group: To edit nners, group editors or group details
Maize and Red Inactivity Notification: Indicates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and click Confirm the Group Details
to keep it active.

Total Number of Groups: 70 Export Groups
Function
Group Name Type Group Description more Group Owners more
ABC tstgrp [ ] « Folder access group = notme
LEX-tst-group | ] « Folder access group = Jennyx v
MYgroup.tst =] . « New distribution group CSR#2847215 « mememe
TslingGrp ___g » AD Group ACU-Tableau-access « johnz

Py s, - Y s P p—
i i " ol il

Viewing Owners of Specific Groups

There are two methods for viewing the owner(s) of a group:

METHOD 1: VIEW GROUP OWNERS FROM SEARCH RESULTS LIST

1. Run abasicoradvanced search.
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2. From the Search Results area of the View or Edit Specific Group window find the group you want to

view the owner(s) of.

3. Click the more link next to the Group Owners heading in the table of Search Results.

If additional owners exist, besides the one whose name is visible under the Group Owners column, the
additional names will display in a list for that group. Following is an example:

Additional owners display and the

more link now says le

e A P L PP NS G S S VR S P

Search Results

Select Edit Members: To view/sdit membership details
Select Edit Group: To edit group owners, group editors or group details

click Confirm the Group Details to keep it active.

Total Number of Groups: 5

Function
Group Name Type Group Description more
r » Test Group for the new Group Management tool,
NewGrpMgmtTool3
Mg created 4/14/2017 by nirajsh for use by HITS
Training Team
r » Test Group for the new Group Management tool,

NewGrpMgmtTool4

created 4142017 by nirajsh for use by HITS

T

Maize and Red Inactivity Notification: Indic ates the group is nearing a year of inactivity and needs attention. If thg group is still

« WSy

v

WU wners less
o xsmithy

« Zjonesy

* xxdavis

. Zjone

METHOD 2: VIEW GROUP OWNERS FROM MEMBER MAINTENANCE

SS

et A e,
IR =

needed, then go to Edit Group and

Export Groups

The Member Maintenance window is accessible after A) running a search and then B) clicking Edit

Members from the Search Results list.

To view group owners from the Member Maintenance window:

1. From the Member Maintenance window, click View Group Owners.

Member Maintenance

Group Details

Group Mame: NewGrpMgmtTool1

Group Function Types: [ jEmail Distribution List Group

Group Descriptions:

» DotPub team added as group members on 41817

Last Modified By: xsmithy At S/5/2017 5:37:33 PM

e T e e T A WP PP PR S

= Test Group for the new Group Management tocl, created 4/14/2017 by nirajsh for use by HITS Training Team

[ View Group Owners View Group Editors ‘iew Audit Log

4a" Y

b .
Mem EFSH“ .
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The list of group owners will display in a pop-up window, similar to the following:

View list of group owners

Group Owners

* Smithy, Xxx(xsmithy}

« Jonesy, zeph(zjonesy)

2. Click Close in the pop-up window to return to the Member Maintenance window.

Viewing Editors of Specific Groups

You can view the complete list of editors for a group from the Member Maintenance window. This window is
accessible after A) running a search and then B) clicking Edit Members from the Search Results list.

To view a list of group editors:

1. From the Member Maintenance window, click View Group Editors.

I e i N T e UVE o oy
Member Maintenance

Group Details

Group Name: NewGrpMgmiTool1 Edit Group
Group Function Types:] .-lEmaiI Distribution List Group

Group Descriptions:
= Test Group for the new Group Management tool, created 4/14/2017 by nirajsh for use by HITS Training Team
= DocPub team added as group members on 41917

Last Modified By: xsmithy At 5/5/2017 5:37:33 PM

“iew Group Owners View Group Editors “ew Audit Log

E!emhsis“a' Pt PR EENEPAPN
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The list of group editors will display in a pop-up window, similar to the following:

View list of Group Editors

Group Editors

* Smithy, Xooc(xsmithy)
« Jonesy, zephizjonesy)

= Davis, xavier(xxdavis)

2. Click Close in the pop-up window to return to the Member Maintenance window.

Viewing/Exporting the Audit Log for a Group

As an editor or an owner, you can also view the Audit Log for a group. From the Audit Log view, you also
have an option to export the log. You must be in the Member Maintenance window to access the Audit Log.
This window is accessible after A) running a search and then B) clicking Edit Members from the Search
Results list.

To view the Audit Log:

1. From the Member Maintenance window, click View Audit Log.

I e i N T e UV ey
Member Maintenance

Group Details

Group Name: NewGrpMgmtTool1 Edit Group
Group Function Types:] .-|Email Distributicn List Group

Group Descriptions:
= Test Group for the new Group Management tool, created 4/14/2017 by nirajsh for use by HITS Training Team
» DotPub team added as group members on 41817

Last Modified By: xsmithy At S/5/2017 5:37:33 PM

View Group Owners View Group Editors ‘iew Audit Log ]
Q!emhsls“a' E A
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The group’s Audit Log will display in a pop-up window, similar to the following:

Group Audit Log

= 05/05/2017 03:42:18 PM: zjonesy adding member. azyxyx

= 041772017 11:40:01 AM: zjonesy removing owner: sashzyz
cn=zjonesy,ou=people,dc=med,dc=umich,dc=edu

2. Click one of the following buttons from the Audit Log pop-up window:
- Click Close to close the Audit Log pop-up and return to the Member Maintenance window.
- Click Export Audit Log to export the current Audit Log to a .csv file.
Use your Internet browser to view or save the Audit Log you exported.

To return to the Member Maintenance window, click Close from the Group Audit Log pop-up
window.

Modifying Members of a Group

You can modify the members of a group if you are an owner of that group or if you are an editor for that
group. “Modifying” refers to adding or removing group members.

To edit members:
1. Run asearch to locate the group you want to edit.

In the following example, you are an editor of all four groups (@) but you are only an owner (@) of
three of the groups (the groups that have an Edit Group button).
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Search Results
Select Edit Members: To view/edit membership details
Select Edit Group: To edit group owners, group editors or group details

Maize and Red Inactivity Notification: Indicates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and click Confirm the Group Details
to keep it active.

Total Number of Groups: 6 Export Groups

Function
Group Name Type Group Description more Group Owners more
vt 0 srEreoae o s (A}
NevcMmTae B Icmwemmcopunmeos e (] EZ=0
vt 0 spEreoae o s (] E=0
vt B cmwemmcopunmeos e (A} E=0

25 v  Groups per Page

2. Inthe Search Results area, click the Edit Members button that coincides with the group you want to
edit.
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The Member Maintenance window is displayed, similar to the following:

Member Maintenance

Group Details

Group Name: NewGrpMgmiTooll Edit Group 0
Group Function Types: i ,|Email Distribution List Group

Group Descriptions:
«  Test Group for the new Group Management tool, created 41 4/2017 by d=fdefg for use by HITS Training Team
» DocPub team added as group members on 41917

Last Modified By: abcabod At 5/5/2017 1:32:52 PM

‘iew Group Owners “iew Group Editors “iew Audit Log

Membership

Current Users

Group Name: NewGrpMgmitTooll

Search For Specific Users Within This Group

§

Total Number Users: 4

Select All Unigname 11 Last Name |1 First Name |t umMio It
abcabecd Blue Andy GEGGG6666
defdefg Eiffel Daniel TITTIT77
Imnlmno Marning Lance 85888888
stustuv Traveler Sam 99999959

25 ¥ lUsers per Page

Export All Users Remove Selected Users Remove Selected Users and Save Local

Member Maintenance window as viewed by group owners

The above view of the Member Maintenance window is how it looks for group owners. Group owners
can see/use all of the buttons in this window, including the Edit Group button (@), which is not
available to group editors.

ADDING A GROUP MEMBER

To add a group member:

1. Inthe Membership area of the Member Maintenance window, click Add Users.
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The Membership area expands to include fields for locating users to add.

WWWWWH‘WM
Membership

Locate Users to Modify

Search for a specific user by entering their information below or import an entire list of users in all at cnce.

o

Search By: Unigname ¥

Import File:

Import .csv or txt file containing unignames.

i Start Import

2. Inthe Search By field, use the drop-down to select the parameter you’d prefer to use for your search.
This field defaults to unigname; however, you can also choose Last Name or UMID.

3. Inthe text field to the right of Search By, type the text that coincides with your Search By selection; for
example, if you selected Last Name in Step 2, in the text field type the last name of the user you are
adding.

4. Click Search.

Below the Search By fields, a list of users who match the search criteria you entered will be displayed,
similar to the following.

Search criteria  List of users who Button displays AFTER you
i match search criteria select from the list
I

Import File:

Import .csv or .txt file containing unignames.

Users Being Added:

Total Mumber of Users: 2

Select All Users
Select all users or select specific users from the list, by
helding down the contrel button on your keyboard, while|
clicking the names with your mouse.

[Tanning,ﬁ«nne(tananne) ] 47 o

Tanninga,Martin{mtannin)

Add Selected Users <
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NOTE: If no users match the search criteria, a “User cannot be found” message window pops up.

5. From the user list, select the user name(s) you want to add to this group or click the Select All Users
checkbox to select all the names on the list.

Many of the standard Windows selection methods work for selecting names from this list. For example,
you can hold down the CTRL key and select multiple, non-contiguous names on the list.

6. Click Add Selected Users.

The user(s) you selected will be added to the group. Note: If you selected a user who already exists, a
window will pop up telling you he or she is already a member of the group.

IMPORTING USERS INTO THE GROUP

You can import a list of unignames into a group. The .csv file you import should contain one unigname per
line. No other punctuation or delimiter is necessary.

To import a.csv file:
1. Inthe Membership area of the Member Maintenance window, click Add Users.

The Membership area expands to include fields for locating users to add.

B e I e L AP S LS
™ .

Membership

Locate Users to Modify

Search for a specific user by entering their information below or import an
Search By: Unigname A

Import File:

Impert .csv or .txt file ¢ ontaining unignames.

L=~

2. Click Start Import.
3. Usethe Windows Explorer Open dialog box to access the file.

4. Click Open in the Windows dialog box.
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REMOVING A GROUP MEMBER

To remove a member from the group:

1.

In the Current Users area of the Member Maintenance window, select the checkboxes (@) to the left
of the Unignames for the users you want to remove from the group.

NOTE: Each time you select it, the Select All checkbox (@) at the top of the Current Users list toggles
between checking all boxes and unchecking all boxes.

Following is an example showing two users selected from a Current User list:

Current Users

Group Name: NewGrpMgmtTool1

Search For Specific Users Within This Group

1
Total Number Users: 4
Select All @ Unigname 1T Last Name J1 First Name J1 umMiD It
v abcabced Blue Andy G6G66666
(A defdefg Eiffel Daniel S
= Imnimno Marning Lance 35888888

stustuy Traveler Sam 99999999

25 ¥ | Users per Page O
Remove Selected Users Remove Selected Users and Save Local

Use one of the buttons (@) listed below to remove the selected users:
- Click Remove Selected Users to remove the users from the group.

- Click Remove Selected Users and Save Local to remove the users from the group and save them
to a local drive.

NOTE: Saving the list of users locally can be a safeguard in case you decide later that you should
add them back to the group.

You will be prompted to confirm that you want to remove these users.

idm.med.umich.edu says:

Do you want to remove the selected users from this group?

Cancel

Click OK in the pop-up window to remove the users from this group.
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4. The users you remove will no longer be displayed on the Current Users list.

EXPORTING A LIST OF CURRENT USERS

To export a complete list of the users in this group:

1. Inthe Current Users area of the Member Maintenance window, click Export All Users, as shown:

T e NP VN
Current Users

Group Name: NewGrpMgmtTool1

Search For Specific Users Within This Group

j

Total Number Users: 4

Select All Unigname It Last Name 1 First Nam

abcabed Blue Andy
defdefg Eiffel Daniel
Imnimnao Morning Lance
stustuv Traveler Sam

¥  Users perrage
p——

2. Useryour browser to open the file that was exported.

The contents of the exported file contain the following information for each user in the group:
- Unigname

- LastName

- First Name

- UMID

- Title

VIEWING NESTED GROUPS

With assistance from the Service Desk, groups can be nested within other groups. . When this is the case,
the nested group is referred to as the “Secondary Group” or “Child Group.”
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When they exist, these Secondary/Child groups are displayed near the bottom of the Member Maintenance
window, below the Current Users area, similar to the example shown here:

Secondary/Child Groups can be
nested within a group.

“ v Ao P e p— e
BERTUSE i T P s POV

Group Name: NewGrpMgmtToold

Search For §pecific Users Within This Group

1

Total Number Users: 2

Select All Unigname 1t Last Name J1 First Name Jf umip It
xylion Lion Xendra 59998288
zpandar Pandar Zenith 8oa9TTTT
25 ¥ |Ugers per Page
v
- )
Below Are The Secondary/Child Groups Nested in This

Group

Select View Members: To view membership within this group.
Select Edit Members: To view/edit membership within this group.

Search for Specific Users Within All Nested Groups

Group Name Function Type Group Description more
GroupLMNOP "

Group Owners more

« Test Group for the new Group Management - defdefg “|
tool, created 4/14/2017 by for use by /

N

Use the available Search and Edit Members buttons within this Secondary/Child Groups area to search or
modify the list of users that exist for that Secondary/Child Group only.

When searching for a unigname that isn’t in the nested group, a “User cannot be found in any nested
group” message displays.
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Editing a Specific Group (aka: Group Maintenance)

Group owners can edit groups (i.e., perform Group Maintenance. To get to the Group Maintenance window,
you click an Edit Group button from the list of Search Results. Reminder: The only time you’ll see an Edit
Group button in the list of search results is if you are an owner of that group.

Not an owner of this group; therefore,
no Edit Group button available

Search Results

Select Edit Members: To view/edit membership details

Select Edit Group: To edit group owners, group editors or group details
Maize and Red Inactivity Notification: Indicates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and
click Confirm the Group Details to keep it active.

Total Number of Groups: 3

Function
Group Name Type Group Description more Group Owners more

[ NewGrpMgmiTool2 | o « Test Group for the new Group Managementtool, « zZzznotme ]

created 4M14/2017 by nirajsh for use by HITS

Training Team
« Test Group for the new Group Management tool,  «  xyyme -
NewGrpMgmtTool3 L] = it Members Wl Edit Group
ewGrpiigmtioo created 4114/2017 by nirajsh for use by HITS
Training Team
= Test Group for the new Group Management tool, «  XyXyme -
NewGrpMgmitTool4 L = [Edit Members Wl Edit Group
S quiles created 4/14/2017 by nirajsh for use by HITS
Training Team

If you have Edit Group privileges, clicking the Edit Group button from Search Results takes you to the
Group Maintenance screen, where you can do the following;:

o Confirm Group Details: When a group has been inactive for almost a year, use this function to confirm
the group details if you want to ensure the group remains active.

o Select Group Functions Types: Here you can update the group functions that apply to this specific
group.

o Describe a Group: Create or modify a group’s description.

e Customer Tags: Add a Customer Tag for customized searches.
¢ Update Group Owners: Add or remove group owners.

e Update Group Editors: Add or remove group editors.

o Delete a Group: Flag a group as deleted, which disables it for 30 days and deletes it on the 315t day.

CONFIRMING GROUP DETAILS

All group activity is audited to assess yearly administrative activity. If a group has been inactive during the
previous 335 - 365 days, a warning notification will display. If this occurs, a group owner can click the
Confirm Group Details button to indicate the group should remain active.
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To confirm group details:

1. Use the View or Edit Specific Group tab to run a search for the group whose details you are
confirming.

2. From the list of Search Results, click the Edit Group button for that group.

Search Results
Select Edit Members: To view/edit membership details
Select Edit Group: To edit group owners, group editors or group details
Maize and Red Inactivity Notification: Indic ates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and
click Confirm the Group Details to keep it active.

Total Number of Groups: 3 Export Groups
Function
Group Name Type Group Description more Group Owners more
« Test Group for the new Group Managementtool, « zzznotme
NewGrpMgmtToold L M Exit Members | Edit Group
== created 4/1412017 by nirajsh for use by HITS

Training Team

« Test Group for the new Group Management too]

The Group Maintenance window displays.

3. Review the information in the Confirm Group Details area.

Group Maintenance

Confirm Grnup Details
This indic ates the last time the group was medified or a group ocwner reviewed/c onfirmed the group details.

Last Modified by Xyxyme At SIS2017T 53733 PM

Confirm Group Details

.

4. Ifthe group is nearing a year of inactivity and you want to keep the group active, click Confirm Group
Details to reset the inactivity counter, thus preventing the group from being flagged for deletion.

UPDATING GROUP FUNCTION TYPES /| DESCRIPTIONS /| CUSTOMER TAGS
In Group Maintenance, you can use the Group Name area to update any of the following:

e  Group function types
e  Group descriptions
e Customer tags for the group

To make changes to any or all of these selections:

1. From the View or Edit Specific Group window, run a search for the group you will be updating.

2. From the list of Search Results, click the Edit Group button for that group.
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Search Results

Select Edit Members: To view/sdit membership details
Select Edit Group: To edit group owners, group editors or group details

click Confirm the Group Details to keep it active.

Total Number of Groups: 3

= Test Group for the new Group Management tgol

The Group Maintenance window displays.

Maize and Red Inactivity Notification: Indic ates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and

Export Groups

Function
Group Name Type Group Description more Group Owners more
« Test Group for the new Group Managementtool, .« zZzznotme
NewGrpMgmtTool4 L] ] e
L created 411412017 by nirajsh for use by HITS
Training Team

3. To update the group function types, descriptions, and/or custom tags, look for the Group Name

section of the window. Following is an example:

Group Name section of the
Group Maintenance window

R e

Group Name: NewGrpMgmtTool1 ]

Select Group Function Types That Apply to Group: o

¥ & Email Distribution List Groups g FMEA Notification Group

R Windows Security Group E Block Support Teams from Editing this Group

{‘} Unix Security Group (Assign GID Number)

Description: @

Existing Descriptions: Remove Description

]
[

Test Group for the new Group Management tool, created 4/114/2017 by nirajsh for use by HITS Training Team

Dot Pub team added as group members on 41917

4. Use this section of the Group Maintenance window to update any or all of the following:

VT N P Y P

- Select or cancel selections from the available group function types (@). You can turn off existing
selections or activate inactive selections by toggling on the checkbox next to a particular selection.

Remember to click Save below the Description area to update the group record.
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- Review the existing description, add a new description, or remove an existing description (@).
Remember to click Save below the Description area to update the group record.

- Review existing Customer tags (@) and/or type in a new tag for simplifying group searches.

Remember to click Save below the Description area to update the group record.

ADDING / REMOVING GROUP OWNERS

In Group Maintenance, use the Group Owners section of the window to add or remove group owners.
To update the owners for this group:

1. From the View or Edit Specific Group window, run a search for the group you will be updating.

2. From the list of Search Results, click the Edit Group button for that group.

Search Results
Select Edit Members: To view/sdit membership details
Select Edit Group: To edit group owr up editors or group details
Maize and Red Inactivity Notificatio tes the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and
click Confirm the Group Details to kes

Total Number of Groups: 3

Function
Group Name Type Group Description more Group Owners more

« Test Group for the new Group Managementtool, « zZznotme -
NewGrpMgmtTool4 L] - e
L created 411412017 by nirajsh for use by HITS
Training Team

= Test Group for the new Group Management tgol

The Group Maintenance window displays.

3. Inthe Group Owners section of the window, review the list of current owners, which may display like
the following:

Group Owners section of the
Group Maintenance window

me.‘\ T i I e T P P VS T PRy

[ GFDUFI owners

Total Number of Users: 2

Select All Unigname 1T Last Name 1T First Name |1 umMiD It
xylion Lion Xendra 55553223

zpandar Pandar Zenith BUBITTTT
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A. To add users as group owners, the procedure is very similar to adding new users to a group. Refer
to Adding a Group Member, earlier in this Guide. The only difference is that, in this case, you are
adding the user as a group owner.

B. Toremove a current group owner, or more than one, in the Group Owners list, click the check box

to the left of the group owner’s unigname, then, click Remove Selected Users, as shown in the
next example:

GFDUP owners

Total Number of Users: 2

select All Unigname It Last Name |1

xylion Lion

D Zpandar Pandar
Remove Selected Users

C. A confirmation window will pop up. Click OK or Cancel.

ADDING [ REMOVING GROUP EDITORS

In Group Maintenance, use the Group Editors section of the window to add or remove group editors.

To update the editors for a group:

1. From the View or Edit Specific Group window, run a search for the group you will be updating.

2. From the list of Search Results, click the Edit Group button for that group.

Search Results
Select Edit Members: To view/sdit membership details
Select Edit Group: To edit group owners, group editors or group details

Maize and Red Inactivity Notification: Indic ates the group is nearing a year of inactivity and needs attention. If the group is still needed, then go to Edit Group and
click Confirm the Group Details to keep it active.

Total Number of Groups: 3

Export Groups
Function
Group Name Type Group Description more Group Owners more
« Test Group for the new Group Managementtool, - zzznotme -
NewGrpMgmtToold L] - B
> created 4/14/2017 by nirajsh for use by HITS
Training Team

» Test Group for the new Group Management tool
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The Group Maintenance window displays.

3. Inthe Group Editors section of the window, review the list of current editors, which may display like
the following:
Group Editors section of the

Group Maintenance window

I U VY
Group Editors

Total Number of Users: 2

Select All Unigname 11 Last Name 1T First Name 1T umiD It

xylion Lion Xendra 99998888

zpandar Pandar Zenith 888877

A. To add users as group editors, the procedure is very similar to adding new users to a group. Refer
to Adding a Group Member, earlier in this Guide. The only difference is that, in this case, you are
adding the user as a group editor.

B. Toremove a current group editor, or more than one, in the Group Editors list, click the check box
to the left of the group editor’s unigname, then, click Remove Selected Users, as shown in the
next example:

Group Editors

Total Number of Users: 2

Select All Unigname 1t Last Name |f

xylion Lion

D Zpandar Pandar
Remove Selected Users

C. A confirmation window will pop up. Click OK or Cancel.

REMOVING AN ENTIRE GROUP

In Group Maintenance, use the Delete Entire Group section of the window to remove the entire group.
The following guidelines are important when considering deleting an entire group:

- Upon deleting an entire group, the group will be disabled for 30 days. NOTE: Disabled groups are
displayed in red in your group search lists; these groups will not be editable.
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- The group can be re-enabled with the 30-day period.

- On Day 31, the disabled group will be deleted and not retrievable.

To remove/delete an entire group:

1.

2.

3.

From the View or Edit Specific Group window, run a search for the group you will be removing.

From the list of Search Results, click the Edit Group button for that group.

Search Results
Select Edit Members: To view/edit membership details

Select Edit Group: To edit group owners, group editors or group details

click Confirm the Group Details to keep it active.

Total Number of Groups: 3 Export Groups

Function
Group Name Type Group Description more

[ ] « Test Group for the new Group Management tool, .« zZzznotme I_,_s
created 4/14/2017 by nirajsh for use by HITS
Training Team

Group Owners more

NewGrpMgmtTool4

» Test Group for the new Group Management tool

The Group Maintenance window displays.

In the Delete Entire Group section of the window, review again the explanation for what happens
when you remove a group.

Delete Entire Group section of
the Group Maiptenance window
- i T

il T il
A, e,

l Delete Entire Group l
= LNCe you gelete this group, the group will be disabled for 30 days

= This disabled group can be re-enabled within that disabled period of time
= Onthe 31st day the disabled group wil be deleted and net retrievable
= While the group is in a disabled state, the group will appear red in your group lists/search and wil not be editable

Delete Group

4. Click Delete Group.

A confirmation pop-up window displays, similar to the following;:

idm.med.umich.edu says:

Do you want to delete the group 'NewGrpMgmtTooll'?

Cancel
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5. Click one of the following:

- OK to delete the entire group. You have 30 days to change your mind about deleting the group.
While disabled, but prior to being permanently deleted, the group will be displayed in red in your
group search lists and will not be editable.

- Cancel to cancel the delete operation.
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Editing Many Groups

This section presents the functions available from the Edit Many Groups main tab in the Group
Management Tool.

M Group Management Tool
. \iew or Edit Specific Group Edit Many Groups Help Lastname, Firstname Sign Out

Edit Many Groups

ST L entering your segrch o otads i o fislds . ipogth - aae s v ou will ipdies §ic tion you want to camplete Jogs

Select this tab to perform actions across multiple groups; for example, select this tab when you want to
add a user to multiple groups. The following actions are available for accomplishing across multiple
groups:

e Adding/Removing members
e Adding/removing owners
e Adding/removing editors

All of the actions described in this section of the Guide are accessible after you select this Edit Many
Groups main tab.

Notice when the Edit Many Groups tab is selected, the resulting window defaults to displaying some help
text explaining how to use this section and a drop-down button for selecting from a list of available actions
you can perform across many groups.

Drop-down button Help text
and list

M View of Rl Specific Group £l Many Groups g

Edit Many Groups

Indic ate an Action -

Add Members

Add Owners

Add Editors
Remove Members
Remove Owners

Remove Editors

The remainder of this section steps you through how to use the functions available from this drop-down
list.
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Adding or Removing Users, Owners, or Editors to/from Multiple

Groups

All of the “Add” and “Remove” actions in the Indicate an Action drop-down list

(shown to the right of this paragraph) follow a similar process. In this section,
we’ll step through the process for Add Members to illustrate the basic process.
Later, if you decide to add an owner(s) or an editor(s) to multiple groups or if
you decide to remove a user(s), an owner(s), or an editor(s) from multiple

Add Members
Add Owners

Add Editors

Remove Members

Remaove Owners

Indic ate an Action -
\

groups, you can step through this same basic process.

To add members to multiple groups:

Remove Editors

1. Verify the Edit Many Groups tab is selected at the top of the Group Management Tool window.

View or Edit Specific Grour Edit Many Groups

Group Management Tool

Help

2. From the Indicate an Action button drop-down button, select Add Members.

The Locate Groups to Edit area displays fields for selecting how you want to search for the groups

you’re adding members to.

Locate Groups to Edit area

Edit Many Groups

Conduct a search by entering your search criteria infthe below fiekds. During the process you willindic ate the action you want to complete, loc ate your groups, and then the users you want to edit
Searching is usually an iterative process. You submitja query, and if the result list does not contain the information you are looking for, you adapt your search criteria

Add Members

v

(step 1: Locate Groups To Edit

Search By: ¥ Group Name Group Owner Group Editor Group Member

Group Name
Owner Unigname dmaryjo
Filter By Group Function Types:

Email Distribution Groups

L ==

Windows Security Groups

Unix Security Groups

Description Custom Tag

J

3. Usethe Search By and Filter By Group Function Type fields to search for the groups you want to add

members to.

Note: This search is very similar to performing an advanced search for individuals, which is explained

earlier in this guide. The only difference is that instead of searching for individuals to add to a group,

you’re searching for multiple groups to add individuals to.

A. Select the Search By options you want to filter on.
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When you click on a particular Search By option, a field displays for typing in the specific
information you’re searching on. Following is an example of the fields that display when you select
Search By: Group Name and Group Members:

Search By: Group Owner Group Editor ¥ Group Member Description Custom Tag
Group Name:
Member Unigname:

Search By options include any combination of the following selections:

* Group Name: Type in a complete or partial group name. For example, typing in the word
“grp” will bring up group names like “Test_Grp” or “ResearchGrp.” No wildcard is needed
when typing in a partial search string.

* Group Owner: You can only add members to groups you own; therefore, the Group Owner
checkbox cannot be cleared and the associated Owner Unigname field defaults to your
unigname.

* Group Editor: Type in the unigname of the editor you are filtering on.
* Group Member: Type in the unigname of a group member.

* Description: Type in a complete or partial group description. For example, typingin the
word “test” will bring up search results that contain the word “test” or “testing.” No
wildcard is needed when typing in a partial search string.

* Custom Tag: If a Custom Tag was created when the group(s) was defined, type in the
custom tag text you want to filter on.

B. Choose any group function types you want to filter on by selecting the corresponding checkbox.
Filter by Group Function Types options include any combination of the following selections:
¢ Email Distribution Groups
* Windows Security Groups
¢ Unix Security Groups

Remember, when specifying Group Function Types for your search, narrowing your search filters to
only one of the group function types will result in a list of all groups defined as that function type.
Expanding your search filters to include two (or more) group function types will result in a list of
only those groups that have been defined with all of those function types.
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4. Click Search to run the search and then review the results, which are displayed in the Select Groups

area of the window.
List of search results

Add Members

4= Back to Previous Step

Step 2: Select Groups

Total Number of Groups: 6

Select All Groups You Want to Modify

v

Select Group Name Group Description more Group Owners more
(ewcrtamitoa S e e T e
NewGrpMgmtTool2 . ‘g:s;I?ﬂ:;:ﬁ;:;;n:D:Ie:'I?SraTur;::;i;:ﬂrll-l“enttaal. created 411412017« mememe
NewGrpMgmtTool3 . ES,:ii;;;rf};:[,i&b:.e:}%w:i:::;n?r;:;-mm" created 4142017  « mememe
NewGrpMgmtTool4 - 'g::s;I:}ﬂ:;:|:31:L;I;ebte:;lssr?rilrndl:;ii::Ent tool, created 4/114/2017 -« mememe
NewGrpMgmtTools . gis:,i,(-:;;;:?;,-SL;leb:-s:.ﬁgr?rii:::;?ri::-emmal. created 4142017  « mememe
. J

25 v | Groups per Page

- If you decide not to run the search, you can click Clear to remove all of your Search selections so
you can select all new choices.

5. Use the Select checkbox fields to indicate the group(s) you want to add members to.

NOTE: The benefit of this Edit Many Groups process is that you can add a user, or a group of users, to
multiple groups at one time, so you may want to select multiple group checkboxes.

Selecting any checkboxes results in a Continue button displaying at the bottom of the list of search
results.

Selected checkboxes Continue button

%nwwww.

NewGrpMgmtToold

NewGrpMgmtTools

25 ¥ | Groups per Page

6. Click Continue.
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A Locate Users area displays for finding users to add to the group(s) you selected.

Locate Users

e R Ve e T R i e T
Add Members

4+ Back to Previous Step

tep 3: Locate Users

Search By: Unigname

Import Users:

Impert .cev or txt file containing unignames

7. Use one of the following procedures to search for a user.
A. Field Input: To search based on Unigname, Last Name, or U-M ID, follow these steps:

i. Selectthe appropriate option from the Search By drop-down list.

Drop-down list

Step 3: Locate Users+

Search By | Last Mame

Unigname
Last Name
UnMID

ii. Typethe appropriate information into the field that displays next to the option you selected.

iii. Click Search to view a list of users who match your search criteria:

Add Members

4= Back to Previous Step

Step 4: Select Users
Total Number of Users: 324

Select All Users You Want to Modify

Select Unigname |1 Last Name JT First Name It umio It
aaasmith Smith Anitaann 99993335
ajaxsmi Smith Ajax BBEETTTT
albsmith Smith Alba TIFTE666

S T R S M S Y S R e

B. Importing: To import a list of unignames from a .csv or .txt file, follow these steps:

i. Click Start Import.
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An Open dialog box displays.

. -
€ Open l&]
Ql\../l | .« GroupMgmtPage » TestlmportFiles 0 - | "?| Search TestimportFiles 2]

Organize « Mew felder =~ O '@'
J ReportCatalogPOC g Name :
. Reporting and Data Warehousing .
| unignames.bd 0

. Tearmn Members
. TI(Technical Infrastructure)
. ALO (Account Lifecycle Optimization)
J GroupMgmtPage
. Drafts

. Images —
. ScreenRedesignlmageClips ‘ ‘

Source

. TestlmportFiles e

. Ul'suggestions LA 11 | 3

File name: > | Al Files v

d Open [v] | Cancal |

ii. Selectthe drive (@), folder (@), and filename (@) of the file you want to import.
Note: This file must be either a .txt or a .csv file containing only a list of unignames.

iii. Click Open (@) to view a selectable list of users based on the unignames listed in the .txt or
.csv file.

8. Intheresulting list of users, select a checkbox(es) to indicate the member(s) you want to add to the
groups you had previously selected.

Just as when you were selecting groups, selecting user checkboxes results in a Continue button
displaying at the bottom of the list of search results.

Selected checkbox Continue button

%;MW—HJ'—“WW#—-—-\U_‘

absmith Smith
[ ajaxsmi Smith
albsmith Smith

25 v | Users per Pags ‘ - 1 3 4

9. Click Continue.
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The resulting screen shows all the groups to which you are adding the selected user(s), similar to the
following:

Selected groups Adding this member to the selected groups

Add Members

4= Back to Previcus Step

Step 5: Confirm Groups and Users Before Completing

Total Selected Groups: 2

Groups

MNewGrpMgmiTooll

MewGrpMgmiTool2

Total Selected Users: 1

Unigname 1t Last Name T First Name J1 umiD It

aaasmith Smith Anitaann D9998888

10. Click Complete Action.

Progress bars provide a visual for tracking the progress of your request. When all selected users have
been added to all selected groups, a “Modification is Complete” message displays, similar to the one
shown at the bottom of this Add Members window.

Message indicating Progress bars
process is complete

Add Members

4 Back to Previous Step
Step 5: Confirm Groups and Users Before Completing

Total Selected Groups: 2

Groups
MNewGrpMgmiTooll 10096
MNewGrpMomiTool2 10096
Total Selected Users: 1
Unigname [T Last Name |t First Name |1 umio It
aaasmith Smith Anitaann 99958888

v
Modification is Complete

REMINDER: To add owners and editors to many groups or to remove users, owners, and editors from many
groups will each follow a very similar process to the one you have just completed.
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